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Thankyou for the opportunity to make a submission commenting on the Discussion Paper – National Security Legislation as well as the opportunity to comment on the National Security Legislation Amendment Exposure Draft Bill.
We understand that all submissions and the names of persons or organisations making a submission will be treated as public, and may be published on the Department’s website, unless the authors clearly indicate to the contrary.  We are happy for our submission to be posted publicly on the website.

The contents of our submission are below.

Introduction

1. This submission deals with several of the proposed amendments to Part 5.3 the Criminal Code Act 1995 (“the Code”).   It does not deal with all the proposed amendments.  Rather, its core concern is the proposed changes to the definition of “terrorist act” in s 100.1 of the Code.  This definition is the central focus of the submission on the basis that it is the foundation upon which liability for all Part 5.3 offences is built – either directly through incorporation of the definition into the offence provisions themselves, or indirectly through the proscription process.  The definition also founds extensive powers for law enforcement agencies (including the preventative detention and control order regime set out in the Code).  Accordingly, any amendment to the definition of “terrorist act” in s 100.1 of the Code has potentially far-reaching implications for every aspect of the anti-terrorism scheme in this country.  The crucial role of the definition is undeniable - a fact that was specifically remarked upon by the Parliamentary Joint Committee on Intelligence and Security’s (in the context of the views on this subject expressed by the Sheller Committee) in its 2006 Review:

The Sheller Committee recognised that the definition of a ‘terrorist act’ is pivotal within this overall scheme. Any change to the definition will influence the scope of offences and powers afforded to the Commonwealth law enforcement and intelligence agencies.
 

2. The Rudd Government’s approach to counter-terrorism retains and builds on the policy objectives of the previous Government to pass federal terrorism criminal law whose function is preventative.  The intention of the legislation is to ensure that laws are in place that allow for the detention, arrest and punishment of planners of terrorist acts well before those acts have occurred: 

The Australian Government is committed to ensuring the focus of Australia’s national security and counter-terrorism laws remains on preventing a terrorist attack from occurring in the first place – not just waiting to punish those who would commit these heinous crimes after they occur.
 
3. The expansive scope of the current definition of ‘terrorist act’ itself demonstrates this original legislative intention.  This was recognised by Whealy J, during the prosecution of Faheem Lodhi, when he remarked, that ‘it will be seen that the definition of “terrorist act” postulates an action or threat of action of the widest possible kind’.
 The proposed changes would broaden the scope of the definition even further.
4. This submission will argue that the proposed amendments to the definition of “terrorist act” set out in the Discussion Paper:

· have broader consequences than have been recognised in that Paper; and

· are unnecessary to achieve the policy aims which are put forward to justify them.  

We will further argue that any changes made to the definition should be aimed at paring it back so as to enhance its utility in the prosecution of genuinely blameworthy terrorist behaviour (including at its early stages) whilst ensuring its application does not extend to those whose behaviour is tangential or peripheral to the planning or execution of terrorist acts.
5. Our conclusions and/or recommendations in relation to each of the areas we discuss below are summarised at the end of this submission.

PART 1 - GENERAL COMMENTS ON THE PROPOSED AMENDMENTS TO THE DEFINITION OF “TERRORIST ACT”
6. For the reasons set out in the Introduction, any tinkering with the s 100.1 definition will have significant flow-on effects for the entire anti-terrorism offence and enforcement regime.  Before looking at the proposed amendments, it is important to examine the implications of this statement by reference to the various specific functions the definition serves.

7. The definition of “terrorist act” in the Code must to be understood and applied by a variety of people operating in a range of contexts.  These include:
· Juries in the context of prosecutions;
· Judicial Officers in the contexts of prosecutions and applications for control orders/preventative detention orders etc;

· Law enforcement officers (in the same contexts as those applying to Judicial Officers);
· Lawyers (also in multiple contexts); and

· The Attorney General/Ministers (in the contexts of the proscription of “terrorist organisations – see discussion in [10] below – and the control order/preventative detention regime.)
8. Most problematic, is the use of the definition by juries.  In the context of prosecutions, juries of lay people, aided by instructions from presiding judges will be required to apply the definition when deciding whether the prosecution has proved, beyond reasonable doubt, that an accused person has committed certain terrorist offences.  In this regard, juries will have to understand and apply the definition in prosecutions involving all the “terrorist act” offences in Division 101 of the Code as well as both the “financing terrorism” offences in Division 103.

9. The situation in relation to the “terrorist organisation” offences in Division 102 is somewhat more complex.  Where the organisation in connection with which the accused is being prosecuted is not one that has been proscribed through regulations in accordance with the mechanism set out in s 102.1(2), (3) and (4),
 a jury will also need to apply the definition of “terrorist act” in reaching a determination as to whether an organisation meets the definition of “terrorist organisation” in s 102.1(1)(a).

10. Where the prosecution is in relation to a listed “terrorist organisation”, juries will not need to engage with the definition.  The Minister will have done so as part of the listing process.
  
11. The complexity and density of the current definition of “terrorist act” is highly problematic for juries.  They need to work with multiple concepts:  both “actions” and “threats of actions”; two “intention” requirements (the intention of advancing a political, religious or ideological cause; and the intention of coercing, or influencing by intimidation a government (including that of a foreign country) or intimidating the public or a section of the public); and a myriad of possible consequences of those actions or threats (potentially extending even to a mere threat of action that would, if carried out, seriously interfere with certain types of electronic systems).
12. However, the complexity of the jury’s task does not end there.  It has now been made clear in the judgment of the New South Wales Court of Criminal Appeal in Lodhi
 that the two intentions specified in the definition (the intentions in relation to advancement of a specified cause and coercion or intimidation of a specified body or group) attach to the terrorist act itself and not to the state of mind of the accused as he or she was engaging in the conduct that constitutes the substantive offence for which they are being prosecuted.  As the Court explained, these intentions are physical elements that characterise the action or threat of action that constitutes the ‘terrorist act’
 and are not fault elements applying to the accused themselves (although the accused may indeed hold such intentions).
  This dimension adds a further degree of conceptual difficulty to the ‘terrorist act’ definition that must be understood and applied by a jury.
13. An equally important implication of this facet of the definition is, we believe, its undesirable effect in relation to prosecutions of people who are very peripherally involved in terrorist acts.   Whilst no such prosecutions have yet occurred, this aspect of the definition serves effectively to lower the prosecutorial hurdles in relation to marginal players – that is people who themselves do not intend the advancement or coercion required by the definition but who are knowingly or recklessly connected with a plan where such motivations are clearly present in others.  The Lodhi decision makes clear that, in such cases, the prosecution is not required to particularise the person who has the relevant ‘intentions’ in relation to the advancement of a cause and the coercion or intimidation because that person may not be known.

14. This is an unacceptable aspect of the definition and needs to be addressed.

PART 2 - SPECIFIC COMMENTS ON THE PROPOSED AMENDMENTS TO THE DEFINITION OF “TERRORIST ACT”
A   Clarifying that the United Nations may be the target of terrorist violence
15. We support the inclusion of the United Nations as a possible target of terrorist violence, through the addition of s 100.1(1)(c)(ia) to the Code.  
B   Psychological harm in the definition of harm
(i) The need for consistency in relation to harm?
16. One of the arguments for the inclusion of psychological harm made in the Discussion Paper is that it would achieve consistency with the concept of harm as it is used in other parts of the Code (as well as in common law offences against the person).

17. However, this pre-supposes that it is appropriate to minimise the distinctiveness of terrorism as political violence that is manifestly more blameworthy and carries much more severe penalties than do already existing offences against the person. 

18. In this regard, the terrorist act definition should reflect a focus on political violence, rather than on the harm that does or may result from a politically- motivated action or threat of action.   
19. It is significant that in some jurisdictions the concept of harm is not routinely included in definitions of a terrorist act. For example, whilst harm is a concept included in the Canadian definition which requires that terrorist activity, inter alia, “intentionally causes death or serious bodily harm to a person” it is limited by reference to the concept of violence (that harm must be caused “by the use of violence”).
  This focus is even more explicit in the UK legislation where terrorism is defined (in relation to its effect on persons) as a use or threat of action which “(a) involves serious violence against a person  … or (c) endangers a person’s life, other than that of the person committing the action”.

20. This part of the UK definition has the advantage of both clarity and simplicity in that it defines terrorism as violence against or endangerment of people without needing to define the results of such violence and whilst avoiding linguistic complications of grammar and tenses.  It is our preferred position that the definition of “terrorist act” should similarly adopt this reference to “serious violence”.
21. However, if the concept of harm continues to remain part of the Australian definition of these serious crimes, it should not be capable of extending the ambit of liability for terrorism offences any further than it already does.  This is a real possibility if harm is extended in the proposed manner, particularly to include psychological harm that is merely possible. 
22. For that reason, we will address the consistency justification for the proposed amendment in more detail.  It is useful to compare the proposed use of psychological harm in the Australian definition of terrorist act to the discussion of psychological harm in assault prosecutions (non-terrorism offences).  Such comparison reveals notable differences that undermine any argument for consistency.  Criminalising aggravated assaults by reference to the resulting harm requires the actual causing of harm rather than any speculation about the risk that such harm might result from an offence against the person. 
23. In this respect, we support the common law position in the UK and Australia that renders a person liable for behaviour which results in actual psychological harm evidenced by diagnosis of a recognisable psychiatric condition.  
24. Under that approach, the presence of actual psychological harm that results from unlawful and non-consensual contact or threatening conduct, can be used to aggravate common assault, to assault causing actual bodily harm or grievous bodily harm, and the term “bodily harm” has been interpreted as including recognisable psychiatric injury.
  This approach has been confirmed in New South Wales,
 and, arguably applies in all common law criminal jurisdictions within Australia. However, in contrast to the current proposals, these cases require evidence that a specific victim has actually suffered recognisable psychiatric injury greater than mere ordinary emotional reactions.
25. The proposed amendments do not require such evidence of actual illness. Instead, they would extend liability to those who do an act or threaten to do an act which “causes, or is likely to cause, serious harm to a person” (emphasis added).
 Accordingly, rather than achieving consistency, the proposed amendments constitute a dissonance with accepted criminal law principles in the area of criminalising psychological harm.
26. There are three relevant definitions of harm set out in s 146.1 of the Code.  They are:
· serious harm meaning “harm (including the cumulative effect of any harm): (a) that endangers, or is likely to endanger, a person’s life; or (b) that is or is likely to be significant and longstanding”;

· harm meaning “physical harm or harm to a person’s mental health, whether temporary or permanent. However, it does not include being subjected to any force or impact that is within the limits of what is acceptable as incidental to social interaction or to life in the community”;
· harm to a person’s mental health which is defined to include “significant psychological harm, but does not include mere ordinary emotional reactions such as those of only distress, grief, fear or anger”. 

27. All three harm-related definitions in the Code must be referenced in terrorist prosecutions to ensure the desired consistency with the common law approach.  This is because the R v Lardner definition of psychological harm is set out in the definition of “harm to a person’s mental health”.  The proposed changes would require the following of an interpretive trail between the interconnected definitions of “serious harm”, “harm” and “harm to a person’s mental health”.  To both simplify the process and to capture the crucial importance of the third definition of harm, the definition of “harm to a person’s mental health” could be explicitly referred to in s 100.1(2)(a).

(ii) Harm to whom?
28. One aspect of the proposed amendments that needs clarification is whether s 100.1(2)(a) allows consideration of harm being caused, or being likely to be caused, to any person whomsoever.  Would risk of psychological harm need to be shown in relation to an identifiable person or merely to people in general? If the latter, the risk assessment becomes a very vague exercise. Some of these considerations are resonate with the debates surrounding the need to cap tort damages for third parties who claim psychological injury in addition to compensating the primary victim. Any mental health professional asked to provide such an assessment, as required by the proposed provisions, would be unclear as to what the task entailed and how to proceed.  
29. Perhaps a hypothetical case example is useful here. Say that the son of a UN official overseas is kidnapped by fundamentalists who claim that unless the UN agency leaves the country, the kidnapped son would be harmed.  In such a case, such behaviour could be defined as a terrorist act only by virtue of s 100.1(2)(a), and the “likely to cause” formulation would be relevant to physical and psychological harm to the son and, potentially, to his parents and even other members of the UN agency. The concrete ways in which the relevant risk assessments would be made here is open for further clarification, and this example highlights for us the type of case in which these proposed amendments further broaden the reach of Australian counter-terrorism law.
30. For these reasons, we are in agreement with the cautious approach of the PJCIS rather than the view of the Sheller Committee (which recommended these amendments relating to psychological harm).  Our support for the PJCIS approach is strengthened in the context of the combined effects of both proposed amendments (psychological harm and “likely to cause”).  
31. This criticism was articulated well by the submission by the Government of Western Australia as cited in the PJCIS report at 5.35:

In any event, this recommendation to include psychological harm should be considered in the context of what, if any, other amendments are made to the definition of ‘terrorist act’, and whether distinctions are to be drawn between the actual consequences of actions and the contemplated consequences of actions, which have not occurred which are, say, planned or threatened.
(iii)  Relevance of the history of the definition?

32. Finally, it is important to note that the 2002 definition of terrorist act did extend to psychological harm.  However, as the PJCIS noted, it was removed because psychological harm “was considered remote from commonly understood forms of terrorism”.
  If the current proposals reflect the view that terrorism necessarily involves the creation of fear, then that is adequately reflected in the requirement that action or threat is made with the intention of producing psychological pressure (coercion, influencing by intimidation, intimidation) contained in s 100.1(1)(c).  Psychological pressure and psychological harm are two distinct concepts which should not be conflated.

33. Additionally, the original 2002 version was not drafted so that it would operate in conjunction with the phrase “is likely to cause”.  Accordingly, the current proposed changes represent something more than merely a return to the 2002 drafting of the definition.  Accordingly, the PJCIS concern quoted above remains both highly relevant and valid in our view.
C  Retention of “Threat of Action” in the “Terrorist Act” Definition
34. Both the Sheller Committee and the PJCIS have considered the implications of retaining a “threat of action” in the definition of “terrorist act” in the Code.  They have both recommended that it be removed from the definition and, instead, become the basis of separate new offence.

35. The Discussion Paper rejects those recommendations on the basis that the removal of “threat of action” from the definition “dilutes the policy focus”
 reflected in the criminalisation of threats by means of the offences in Division 101 of the Code.  The proposed amendment, whereby the words “or is likely to cause” are added after the word “cause”, is characterised as a method to “clarify the issue in another way”. 

36. In fact, rather than clarifying the issue, the proposed addition does nothing to simplify the already extremely complex task facing juries (as well as judges and lawyers) when working with the definition of “terrorist act” (see our “general comments” above).  More worryingly, it would serve to significantly expand the ambit of the definition that juries would be required to apply (see, the discussion under B above).  As has been explained in our introduction and “general comments” section, such expansion has significant and unwarranted flow-on effects for both the substantive offences and the enforcement regime upon which the definition is built.  This is an unacceptable outcome.
37.  In addition, we would argue that the stated justification for the addition is not sustainable.  In fact, the preventative function and focus of the terrorist act offences would not in any way be undermined by the removal of “threat of action” from the definition of “terrorist act” and the inclusion of a separate offence.  On the contrary, many of the offences in Division 101 specifically criminalise very preparatory behaviour and, further, can be prosecuted in their inchoate forms through application of the attempt, incitement and conspiracy provisions of the Code.
  Both attempt and conspiracy carry the same penalties as would apply had the offence been committed.
38. Accordingly, a person who conspires (s 11.5) to do “any act in preparation for, or planning, a terrorist act” is liable for life imprisonment even if “plans” are so vague that no specific terrorist act is even contemplated (s 101.6).  So, even a conspiracy to do the very earliest act of planning a terrorist action (for example, a conspiracy to buy a map showing the location of a defence base) will be punishable through the combined effects of ss 11.5 and 101.6.  To extend liability for a life imprisonment offence to a conspiracy to do any act of planning a threat of terrorist action, as the law currently does, is already a totally unacceptable use of the criminal law.
39. The proposed amendment is not an acceptable solution, particularly given the considered views of both the Sheller Committee and the PJCIS.  The present state of the law, whereby a “threat of action” forms part of the definition of “terrorist act” allows an unacceptable over-reach of the “terrorist act” offences in Division 101 (which already focus on criminalising the preparation and planning stages of terrorism) and renders their inchoate forms both ludicrous in their scope and unworkable in their application. 

40. Removal of “threat of action” from the definition will prevent duplication and will allow inchoate forms of liability to operate to maintain the preventative and disruptive focus and objective of our anti-terrorism legislation.
41. For the above reasons, we endorse the recommendations of the Sheller Committee and the PJCIS with respect to the removal of “threat of action” from the definition of “terrorist act” and the creation of a separate offence.
PART 3 - COMMENTS ON THE PROPOSED CHANGES TO THE PROVISIONS DEALING WITH THE LISTING OF A “TERRORIST ORGANISATION”

A   Definition of “Advocates”
42. The current mechanism for listing organisations as “terrorist” allows the Governor General to make regulations where the Attorney-General is: 
satisfied on reasonable grounds that the organisation:

(a) is directly or indirectly engaged in, preparing, planning, assisting in or fostering the doing of a terrorist act (whether or not a terrorist act has occurred or will occur); or

(b) advocates the doing of a terrorist act (whether or not a terrorist act has occurred or will occur).

43. Despite the PJCIS broadly endorsing the accountability and transparency of the current proscription regime,
 it is nevertheless the case that the executive proscription method has been the subject of significant and long-term academic and political criticism.
  The proscription powers of the Minister are, undeniably, sweeping and have been made more so, since December 2005,
 by the inclusion of “advocating” the doing of a terrorist act as a ground for an organisation to be listed as terrorist.
  
44. At this point, it is important to contrast the role of the “terrorist act” definition in the context of a jury finding that an organisation is “terrorist”
 in the course of a prosecution and its role in triggering the listing process.
 On the one hand, by application of s 102.1(1)(a), a jury must be convinced to a criminal standard (beyond reasonable doubt), that an organisation is one “that is directly or indirectly engaged in, preparing, planning, assisting in or fostering the doing of a terrorist act (whether or not a terrorist act occurs).”  In contrast, the Minister must only be satisfied of the relevant matters (set out at [42] above), which may be mere advocating, ‘on reasonable grounds’.  
45. Accordingly, this mechanism sets the proscription bar at an unacceptably low level.  This, in turn, exposes people who are connected, even very peripherally to a terrorist organisation, to potential prosecution under the very broadly drafted terrorist organisation offences.  Most crucially, it does so in circumstances where it will be much easier for the prosecution to make out the elements of the offence than it would be if a jury was required to engage with the “terrorist act” definition.

46. As has been remarked upon several times above, the consequence of an organisation being “terrorist” is the exposure to liability for very serious offences of anyone who associates with or supports that organisation in ways that are prohibited by the offences in Division 102 of the Code.  The proscription mechanism removes the additional safeguards that are available to an accused if a jury is required to engage with whether the organisation in question is connected with a “terrorist act” in the ways set out in s 102.1(1)(a).

47. Accordingly, regardless of any ambiguity and lack of clarity in the current drafting of the definition of “advocates”, the inclusion of mere “advocating” at all as a ground for proscription is highly undesirable.  
48. Clearly, the bar is set unacceptably low when the Attorney General is able to proscribe an organisation on the basis that it praises a terrorist act in circumstances where there is a risk that such praise might have the effect of “leading a person (regardless of his or her age or any mental impairment) … to engage in a terrorist act”.
  The proposed inclusion of “substantial” as a means of clarifying the level of risk required does little to raise that bar.
49. We believe that “advocates” should be entirely removed as a ground for proscription of an “organisation”.  Failing that, we support the preferred position of the Sheller Committee that paragraph (c) of s 102.1(1A) of the Code should be repealed.

Summary of Conclusions
50. In summary, our main conclusions and/or recommendations (as explained in detail above) are as follows:

Part 1 - General Comments on the “terrorist act” definition
(i)    Any amendment to the definition of “terrorist act” in s 100.1 of the Code has   potentially far-reaching implications for every aspect of the anti-terrorism scheme in this country.  

(ii)  The complexity and density of the current definition of “terrorist act” is highly problematic for juries and other “users” of the definition.  Any re-drafting should serve to reduce its conceptual complexity.

(iii)  The most pressing concern with the definition is not addressed in the current proposed amendments.  That is, that the “intentions” set out in the definition attach to the terrorist act itself and not the intentions of the accused.  This allows for highly peripheral players to be caught within the anti-terrorism offence and enforcement regime.  This is an unacceptable aspect of the definition and needs to be addressed.

Part 2 - Specific Comments on the “terrorist act” definition
In relation to the concept of harm and the inclusion of psychological harm in the definition “terrorist act”, our conclusions are as follows:
(iv)   The terrorist act definition should reflect a focus on political violence, rather than on the harm that does or may result from a politically-motivated action or threat of action.   Accordingly, the definition of “terrorist act” should adopt the language of “serious violence” rather than harm.

(v)   However, if the concept of harm continues to remain part of the Australian definition of “terrorist act”, it should not be capable of extending the ambit of liability for terrorism offences any further than it already does.  
(vi)  The proposed extension of “harm” to include psychological harm does not achieve consistency with other areas of the criminal law as asserted.  That law requires evidence that a specific victim has actually suffered recognisable psychiatric injury greater than mere ordinary emotional reactions.  The proposed amendments do not require such evidence of actual illness but rather extend liability to those who do an act or threaten to do an act which “causes, or is likely to cause, serious harm to a person.” 
(vii) The proposed amendment is too vague and expansive in its possible application.  It does not address who must be caused (or be likely to be caused) the relevant harm.

(viii) Psychological pressure and psychological harm are two distinct concepts which should not be conflated.  The concept of terrorism as a means of creating fear and applying psychological pressure is adequately reflected in other parts of the “terrorist act” definition.

(ix)  Accordingly, the proposed amendment whereby the phrase “that is physical harm” would be removed from the definition should not be made. 
(x)   If it is made, the definition of “harm to a person’s mental health” should be explicitly referred to in s 100.1(2)(a) and the imprecision noted in 7. above should be addressed.

In relation to the inclusion of “threat of action” in the definition, our conclusions are as follows:
(xi)  The stated justification for retaining “threat of action” in the definition of “terrorist act” is not sustainable.  The preventative function and focus of the terrorist act offences would not in any way be undermined by the removal of “threat of action” from the definition of “terrorist act” and the inclusion of a separate offence. 
(xii)  Both the Sheller Committee and the PJCIS endorse the removal of “threat of action” from the definition and the creation of a separate offence.
(xiii)  The proposed amendment is not an acceptable solution to the problems with “threat of action” that have been identified.  The inclusion of “threat of action” in the definition allows an unacceptable over-reach of the “terrorist act” offences in Division 101 (which already focus on criminalising the preparation and planning stages of terrorism).  Inchoate forms of “terrorist act” offences where “threat of action” is the basis for prosecution are unacceptably broad in their scope and unworkable in their application. 

(xiv) Removal of “threat of action” from the definition will prevent duplication and will allow inchoate forms of liability to operate to maintain the preventative and disruptive focus and objective of the anti-terrorism legislation.  The phrase should be removed from the definition.
Part 3 - Comments on the Proposed Changes to the Provisions Dealing with the Listing of a “Terrorist Organisation”

In relation to the definition of “advocates”, our conclusions are as follows:

(xv) Executive proscription of “terrorist organisations” is undesirable.  In particular, the distinction between the criminal standard required when a jury finds that an organisation is “terrorist” and the much lower requirement in relation to the Attorney General (that he/she need only be satisfied on reasonable grounds of the relevant matters) can have significant impact in the context of prosecutions.  The effect is that prosecutorial hurdles are removed in relation to a person who is being prosecuted because of his or her (perhaps very peripheral) association with a proscribed organisation.  This does not promote the interests of justice.
(xvi) The current drafting of the “advocates” definition is overbroad, vague and unclear.

(xvii)In all the circumstances, the inclusion of mere “advocating” at all as a ground for proscription is highly undesirable as it sets the proscription bar too low.  The proposed inclusion of “substantial” as a means of clarifying the level of risk required in s 102.1(1A)(c) does little to raise that bar.
(xviii)“Advocates” should be entirely removed as a ground for proscription of an “organisation”.  Failing that, paragraph (c) of s 102.1(1A) of the Code should be repealed.
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